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Second Semester B.E./B.Tech. Degree Examination, Nov./Dec. 2023

lntroduction to Gyber SecuritY

Time: 3 hrs. Max' Marks: 100

Note: l. Answer any FIW full questions, choosing ONE full questionfrom each module.

2. M : Marks, L: Bloom's level, C: Coursa oukomes.

BETCK2OSI/BETCKI205USN

Module - I M L C

o.1 a. Wh" ,**yb*ciiminals? Discuss the three groups of cybercriminals. 08 L3 col
b. D"fl*" Cyb"icrime. Explain the two tlpes of Attu@ 06 L2 col
c. B*ptui, Salami Attack, Email bomb and Idqftitylhg& 06 L2 col

OR

Q.2 A. Explain in detail the

property, organization,
groups.

classificition of cybercrime
society and crimes emanating

against individual
from usenet news

12 L2 col

b. Discuss cybercrime and the Indian ITA 2000. 08 L3 co1
Module - 2

Q.3 a. @ering?Discusstheclassificationofsocialengineering
with examples.

10 L3 co2

b. Oifzueniiate between passive and rytivs atEgls' 05 L3 co2
c. How cyber cafes are creating the paths &flJqerglfrngl 05 L2 co2

OR

Q.4 | a. D.frr. B"t *d Botnet. With a neat diagram explain how Botnet create

business.

10 L2 I COz

b. ffi wittr its working e4plain two 10 L2 co2

Explain the following :

(i) Software keyloggers
(iii\ Antikevlosser

Module - 3

(ii) Hardware keYloggers
(iv),Spwrares.

Q.s a, l0 L2 c03

b. What is proxy server in the cyber seci{ity? -
05 L1 c03

c. Exolain Anonvmizer's and its purpose' 05 L2 c03
OR

o.6 a. ffiofDoSattacks. l0 L3 c03
b. egano lYsis with'diagram' 05 L2 c03
c. DrtT..*t*t. b"t*""n ritut und worrn. 05 L2 co3

Module - 4

Su*mo.7 a. 10 L1 c04
b. E.pl"", the diffetent types of phishing scams. 10 L2 co4

OR

Q.8 a. What is IdentitY Theft?
classified?

Explain with examples. How information can be l0 L2 co4

b. used bY Phishers to laun l0 L2 co4
Module - 5

06 ILl lcoFo.e A,

b. P*ptii" the rules of evidence in Folensics 06 L2 co5

c. @explain brocess model of Digital Forensic Process.

OR
concePt in cYber forensic with

examole.

08 L2 co5

fos Tn Ico5
Q.10 a.

b. pis.rsJit 
" 

phases of Forensic li& 
"ygl".

t2 L3 co5


